[Tpunoxxenue 2

NHOOPMALIMOHHASA MAMSATKA IS OBYUYAIOLIUXCSA JJISd PASMEIIEHU S
HA O®OUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIpIM TOJIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJILHUKH OJTHU U3 CaMBIX
aKTHBHBIX ITOJIb30BaTenel Pynera. Mexay Tem, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOKHOCTEH, MHTEPHET HECET M MPOOJIEMBL. JTa MaMsTKa JI0JHDKHA TIOMOYb Tebe 6e301macHo
HaxOJIUTHCS B CETH.

KoMnbloTepHbie BUPYChI

KoMmnbroTrepHsiil BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOTPaMM, OTIUYUTEIHHOM
0COOCHHOCTHIO KOTOPOU SIBIIIETCSI CHIOCOOHOCTH K Pa3MHOKCHHIO. B JTOTIOTHEHHE K 3TOMY,
BHPYCHI MOTYT MTOBPEIUTH HIIU TIOJHOCTHIO YHUYTOKUTH BCe (DaIbl M TaHHBIC,
MOAKOHTPOJIBHBIE TIOJB30BATEII0, OT UMEHU KOTOPOTO OblIa 3aIyIeHa 3apakeHHast IporpamMma,
a Tak)Ke MOBPEANTH WIIA JJAXKE YHUUTOXKHUTDH ONEPAIIMOHHYIO CUCTEMY CO BceMu (paitiamMu B
1esoM. B O0JBITMHCTBE CiTydaeB paclpOCTPAHSIOTCS BUPYCHI Yepe3 UHTEPHET.

MeTop! 3alUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Mcnonp3yii cCOBpEMEHHBIE ONEpallMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBINA YPOBEHb 3aIUTHI
OT BPEIOHOCHBIX TIPOTPaMM;

2. IlocTosHHO ycTaHaBiMBai naytu (uGpoBbIE 3aIUIaTKU, KOTOPhIE aBTOMAaTHYECKH
YCTaHABIIMBAIOTCS C IETBI0 JOPAOOTKH MPOTPAMMBI) U ApyTrue OOHOBJICHUS CBOEH
omepanoHHON cucteMbl. CkaunBail UX TOJIbKO ¢ oduIMambHOTO caita pazpaborunka OC. Ecnu
CYIIIECTBYET PEKUM aBTOMATHIECKOTO OOHOBJIEHUS, BKIIFOYH €TO0;

3. PaGortaii Ha cBoeM KOMIIbIOTEpE MO/ [TpaBaMU MOJIb30BaTENsl, a HE aIMUHUCTpATOpa. ITO HE
MTO3BOJIUT OOJBITUHCTBY BPEAOHOCHBIX TPOTPaAaMM MHCTAJUTUPOBATHCS HA TBOEM NIEPCOHATTEHOM
KOMIIBIOTEPE;

4. Mcrionb3yil aHTUBUPYCHBIE MPOTPAMMHBIE TPOAYKThI U3BECTHBIX MPOU3BOIUTENEH, C
ABTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb GU3NYECKHH TOCTYN K KOMITBIOTEPY IS TIOCTOPOHHUX JIUII,

6. Vcnonb3yii BHEIIHWE HOCUTEIN HH(POPMAIINH, TaKhe Kak (iernika, Tuck uiv (aitn u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTkpbIBail KOMIIBIOTEPHBIC (DalIIBI, TOTYyUYEHHBIC U3 HEHAIS)KHBIX UCTOYHUKOB. Jlaxe Te
(aiiibl, KOTOpBIE MpUCall TBOM 3HaKOMBIH. Jlyulie yTouHH y HEro, OTHpPaBIIsI 1M OH TeOe UX.
Ceru WI-FI
Wi-Fi - 510 He BU IIepeaun JaHHBIX, HE TEXHOJIOIHsI, a BCEro JIMIIbL Open, mapka. Eme B 1991
rojy HUAepJaHCKas KoMrnaHus 3apeructpuponaia opena "WECA", uro 0603Ha4amo
cnoBocoveranue "Wireless Fidelity", koTopslii mepeBoauTCs Kak "OecrpoBOAHAS TOUHOCTH".
Jlo Hariero BpeMeHHu Joluia apyras abopeBuarypa, KoTopas sSBISETCS TaKOU )K€ TEeXHOJIOTHEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTaHIapT BBICIIEH
3ByKoBOM TexHHKH Hi-Fi, uTo B mepeBojie 03Ha4yaeT "BhICOKAst TOYHOCTH .

Jla, GecriaTHBIM HHTEPHET-AOCTYII B Kae, OTENAX U adpOnopTax SABISETCS OTIMYHOM
BO3MOHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE 3KCTIePThI CYUTAIOT, YTO 00IIe0CTymHBIE Wi-
Fi cetu He sBnsroTCst O€30NMaCHBIMHU.

CoBeTbl 110 6e30macHOCTH paboOTHI B 00MIEeA0CTYIHBIX ceTsx Wi-fi:

1. He nepenagaii ceoro nmuunyto nHbopmaiuio yepe3 oduienoctynusie Wi-Fi cetu. Paboras B
HUX, JKeJIaTeJIbHO HE BBOJAUTH MMAPOJIH JIOCTYIIA, JJOTUHBI U KAaKUE-TO HOMEDPA;

2. Vcnionb3yii 1 OOHOBIISII aHTUBUPYCHBIE TPOrpaMMEbI 1 OpaHaMayep. Tem caMbIM Thl
obe3omacHIib ceds OT 3aKaYyKu BUpPYyca Ha TBOE YCTPOMCTBO;

3. ITpu ucnonb3oBanuu Wi-Fi otkimoun ynkuro "OOmumii jocTyn K ¢aiiaam 1 npuHTepam".
JlanHast QyHKIMS 3aKpbITa IO YMOTYAHUIO, OJTHAKO HEKOTOPHIE MOJIh30BATENIN aKTUBUPYIOT €€
JUI yA00CTBA UCIIONB30BaHUS B paboTe min yueoe;

4. He ucnonw3yit myOmuunsiid WI-FI nns nepenaun muuHBIX JaHHBIX, HAPUMED VIS BBIXOJA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO MOUTY;



5. Ucnone3yi Tonpko 3ammiieHHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. npu HaGope
BeO-apeca BBou uMeHHO "https://";

6. B mo6unsHOM Tenedone otkiaoun ¢pynkuuto "l[lonkmrouenue k Wi-Fi apromatnuecku". He
JOMyCKail aBTOMATHUYECKOTO MOJIKII0UEHHs yCTporcTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.
CoumanbHble ceTu

CornuanbHbIe CETH aKTUBHO BXOJIST B HAIIlY )KM3Hb, MHOTHE JIFOJIM PAOOTAIOT U JKUBYT TaM
MIOCTOSIHHO, a B Facebook yke 3apernctpupoBaH MIIIITHAPA YETIOBEK, YTO SIBIISIETCS OAHOM
CeIbMOM Bcex JKuTellel TuianeTsl. MHOTHE MoIb30BaTeny He MOHUMAOT, YTO HH(popMaLus,
pa3MelIeHHass UMU B COIIMAIBHBIX CETSIX, MOXKET ObITh HaliZIeHa M UCIIOJIb30BaHa KEM YTrOAHO, B
TOM 4YHCJIE HE 0053aTeNbHO C OJIaruMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 OE30MIACHOCTH B COLIMANIBHBIX CETAX:

1. Orpannys ciucok Apy3ed. Y Te0s B IPy3bsiX HE JOJDKHO OBITh CITyYaiiHBIX M HE3HAKOMBIX
JTIOEH;

2. 3amuiail cBoo YacTHYO *Hu3Hb. He yka3biBaii maposu, TenedoHsl, aapeca, 1aTy TBOEro
POXKJICHUS U IPYTYIO JTUYHYIO HHPOPMALIHMIO. 3TOYMBIIIUIEHHUKH MOTYT MCIIOJIb30BaTh JaXKe
WH(OPMAIIUIO O TOM, KaK Thl M TBOM POJAMUTEIHN TIAHUPYETE TPOBECTH KAHUKYJIBI;

3. 3amuiai CBOI permyTaluIo - IEPKU €€ B UNCTOTE U 3a7aBail cebe BOMpocC: XOTel ObI ThI,
YTOOBI JPYTHE MOJIb30BATEIN BUAEIH, YTO Thl 3arpy:xaeiib? [Toxymaii, mpexae yem 4Tto-To
omyOJIMKOBAaTh, HAMIUCATD U 3arpy3UTh;

4. Ecu ThI TOBOPHUIIB C JIIOJIBMU, KOTOPBIX HE 3HAEIIb, HE UCMOJIb3Yil CBOE PEATbHOE UMS U
JPYTYIO JIMYHYIO0 HH(POPMAIIMU: UMsI, MECTO KHUTEJIHCTBA, MECTO YUeOBbI U TIpoUee;

5. N36eraii pazmemienus Gororpaduii B UaTepHETE, I1e TH N300pa’kKeH Ha MECTHOCTH, 110
KOTOPOM MOXHO ONPEEeTUTh TBOE MECTONOIOKEHUE;

6. IIpu perucrpanuu B COIMaIbHON CETH HEOOXOIMMO HCTIOIB30BaTh CIOKHBIC TTAPOJIH,
cocrosue u3 OykB ¥ MUGP U ¢ KOJUIECTBOM 3HAKOB HE MEHee §;

7. JInst connanbHON CETH, TIOUTHI M IPYTUX CAUTOB HEOOXOAMMO HCIIOIB30BaTh Pa3HBIC MMAPOJIH.
Torga ecnu Te0s B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKH MOIYy4YaT TOCTYI TOJIBKO K OJJHOMY MECTY, a
HE BO BCE cpasy.

DJIeKTPOHHBbIE 1eHbI'H

DNEeKTPOHHBIC ICHBIH - 3TO OYECHb YJOOHBIN CIIOCO0 TUIATEKEH, OJJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJMYYUTh 3TU ACHBIU.

DNEeKTPOHHBIE IEHBIY MOSBUIMCH COBCEM HEJABHO U MMEHHO M3-3a 3TOT0 BO MHOTUX
rocyapcTBax JI0 CUX IOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe onr (pyHKIHOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe UX Pa3AesaioT Ha
HECKOJIBKO BHUJIOB - aHOHHUMHBIE ¥ HE aHOHUMHBbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi IPOBOIUTH Onepannu 6e3 uIeHTUGUKAIUY 0JIb30BaTeNs, a B
HEAHOHMMHBIX UJICHTU(PHUKAIUS MOJIb30BaATENs SABISETCS 00s13aTEIbHOM.

Taxxke cnemyeT pa3nuyarh MEKTPOHHbIE (UATHBIC ICHBIU (PaBHBI TOCYAaPCTBEHHBIM BaJIIOTaM)
U DIIEKTPOHHBIE He(HUATHBIE IEHBI'H (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTaM ).

OcHOBHBIE COBETHI 10 6€30MacHOM paboTe ¢ IMEKTPOHHBIMU JCHbIaMU:

1. ITpuBsiku K cueTy MOOUIIBHBIN TeseoH. ITO camblii yI0OHBIN 1 OBICTPBINA CLIOCOO
BOCCTaHOBUTH JOCTYI K cueTy. [IpuBsizanusbiii TenedoH NoMOXKeT, eciiu 3a0yIellb CBOU
TJIATEXKHBIN MapoJIb WK 3alJIellb HA CAlT ¢ HE3HAKOMOTO YCTPOINCTBA;

2. Ucnonb3yii onHopa3oBbie mapoinu. [locie nepexosia Ha YCHIIEHHYIO aBTOPU3ALIUIO Te0e yxke
He OyJeT yrpokaTh OMAaCHOCTh KPaXXH UITU TepexBaTa MIaTeKHOro MapoJis;

3. Beibepu cnoxsblit mapoinb. [IpectynmHukam OyaeT He IPOCTO yrafaTh CIOKHBIA Mapob.
Hagexxubie maposnu - 3To mapoiu, KOTOpbIe COAEePKaT HEe MeHee § 3HAKOB M BKITIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PBI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢byHTa, BOCKIMIATEIbHBIN 3HaK U T.1. Hanmpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE TAHHBIE HA CAWTAaX, KOTOPHIM HE JI0BEPSECIb.

DJIEKTPOHHAsI 0YTA

DNEeKTpOHHAs MOYTA - 3TO TEXHOJIOTUS U MPEOCTABISIEMBIE €10 YCIIYTH MO MEPECHLIKE U



IIOJIyYEHHUIO JIEKTPOHHBIX COOOLIEHUM, KOTOPBIE PACTIPEAEISAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO ANIEKTPOHHBIN MOYTOBBIN SIIUK BHITJISIUT CICAYIOLUIIM 00pa3oM:
UMS_TIOJIb30BATENA(@UMs_ToMeHa. Tarke KpoMe repegadd MpocToro TeKCTa, UMEeeTcs
BO3MO>KHOCTh IlepeiaBaTh (paiiibl.

OcCHOBHBIE COBETHI IO 0€30IaCHOM PaboTe ¢ AMEKTPOHHON MTOUYTOM:

1. Hamo BBIOpaTh mMpaBUIIBHBIN TOYTOBBIN cepBHC. B HHTEpHETE €CTh OrPOMHBIN BEIOOD
OecCIuIaTHBIX IMOYTOBBIX CEPBHUCOB, OJTHAKO JYYIIE JOBEPSATH TEM, KOT'O 3HACIIH M KTO IEPBHIH B
pEUTHUHTE;

2. He yka3pIBaii B TMUHOM moYTe TMYHYI0 HHPOpMaruio. Hampumep, ydmne BeIOpaTh
"My3bIKaTIbHBIN _(panaT@" wmm "pok2013" BmMecTo "Temal3";

3. Ucnonp3yit ABYXATANHYIO aBTOPU3ALIMIO. DTO KOI'/1a IOMUMO HapoJisi HY>KHO BBOJAUTD KO/,
npucblIaeMblil o SMS;

4. Be1bepu CI0KHBIN TTapoJb. JJis KaXK10ro MOYTOBOTO SIIIMKA JTOJDKEH OBITh CBOM HAJIEKHBIH,
YCTOMYMBBIN K B3JIOMY [1apOJib;

5. Ecimn ecTh BO3MOKHOCTB HalMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty
BO3MOXHOCTb;

6. Ucnonb3yit HECKOJIBKO TIOYTOBBIX SIIIMKOB. [1epBbIii 17151 4acTHOM MEpenucKy ¢ aapecaTamu,
KOTOPBIM ThI I0BEpSIIIb. DTO ANEKTPOHHBIN aJpec HE HAJI0 UCIIONIb30BATh MIPU PETUCTPALIUU Ha
¢dbopymax u caiftax;

7. He oTkpeiBaii (haiisiel v Ipyrye BIOKEHUS B IMChMaX, 1a)Ke €CJIM OHU MPHUIILIA OT TBOMX
npy3eit. Jlydiine yTouyH! y HUX, OTIIPABIISUIN JTM OHU TeOe 3Th (aiiibl;

8. [locne okoHyaHus pabOTHI Ha IOYTOBOM CEPBUCE IEPEJl 3aKPHITHEM BKIIAJIKU C CAaliTOM He
320y HaXXaTh Ha "Beiidtu".

KuOepOy/uIMHT WK BUPTyaJibHOE U3/1€BATEIbCTBO

KubepOynnuHr - nmpecienoBanne cOOOMEHUSIMH, COACPIKAITUMH OCKOPOJICHHUS, arpecCHIo,
3alyruBaHKe; XyJIUTaHCTBO; COLMaIbHOE OONKOTUPOBAHUE C MTOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBUCOB.

OcCHOBHBIE COBETHI 110 OOPHOE C KHOEPOYIITUHTOM:

1. He Gpocaiics B 60. JIyummuii cioco0: TOCOBETOBATHCS Kak ce0si BECTH H, €CITU HET TOT0, K
KOMY MOXHO 0OpaTHThCS, TO BHaYaJle YCIOKOUThCS. ECiy Thl HauHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHHUS, TO TOJIBLKO e1ie O0JIbIIe pa30ykKeITb KOHPIUKT;

2. YrpaBiisiii cBoei KubeppenyTamueii;

3. AHOHMMHOCTH B ceTd MHUMasi. CyIecTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cToUT BeCTH XyJIMTAHCKUIA 00pa3 BUPTYaJIbHOH ku3HU. VIHTEpHET (UKCUPYET BCE TBOU
NEUCTBUS U COXpaHsAeT UX. Y JAIUTh UX OyJIeT KpaiHe 3aTpyIHUTEIBHO;

5. Cobnroaii CBOIO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enunnunbiii HeratuB. OIHOpa30Bble OCKOPOUTENbHbBIE COOOIICHHS TyUlle
urHopupoBaTh. OOBIUHO arpeccus MPeKpaliaeTcsi Ha Ha4aaIbHOUW CTaNH;

7. ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMU, B COLIMATIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHPOBKH OTIPABKU COOOIIEHHI C OMpeIeIEHHBIX aJPECOB;

8. Eciu TBI cBUAeTENns KNOepOysuinHra. TBou AeWCTBUA: BHICTYIIUThH MPOTHUB MpecieIoBaTeNs,
M0Ka3aTh €MY, UTO €r0 JACUCTBUS OLIEHUBAIOTCS HETaTUBHO, OAJIEPKATh )KEPTBY, KOTOPOI
HY>KHa TICUXOJIOTMYeCcKas MOMOIIb, COOOIIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO IMOBEACHUS B
CETH.

MoOuabHbIi TeaedoH

CoBpemeHHbIE cMapT(OHBI U IJIAHIIETHI coJiepXkKaT B ceOe BIOJIHE B3pOCIbI (PYHKLIMOHAMT, U
TeNepb OHU MOT'YT KOHKYPHPOBaTh CO CTALIMOHAPHBIMU KOMIIboTepaMu. OIHAaKO, CPEICTB
3aIUTHI I TOJIOOHBIX YCTPOUCTB MOKa OYeHb MaJio. TecTupoBaHMe U MOMCK YS3BUMOCTEH B
HUX IIPOUCXOJUT HE TaK HHTEHCUBHO, Kak Ay [1K, To e camoe kacaeTcsi 1 MOOMIIbHBIX
MIPUIIOKEHUH.

CoBpeMeHHbIE MOOUIIbHBIE Opay3epbl yKe MPAKTUYEeCKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO



pacimuperre QyHKIIHOHAIA BIEYET 32 CO00M OOJBIIYIO CI0KHOCTh U MEHBIIYIO 3alUIIEHHOCTD.
Jlanexko He Bce MPOM3BOANUTEINN BBITYCKAlOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTUYECKHE
YSI3BUMOCTH JUISI CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JiJIsi 6€30MaCHOCTH MOOUIIBHOTO TenedoHa:

Huuero He sBnsieTcs mo-HacrosimeMy OecruiaTHeIM. by ik ocTOpoXeH, Beab Korjaa tede
MpeJUIaratoT OEeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIATHBIC YCIYTH;
Hymaii, mpexe ueM otnpaButh SMS, ¢oTo niam Buaeo. Tl TOYHO 3HAEIb, TIe OHU OYAYT B
KOHEYHOM uTore?

Heo06xo1umMo 0OHOBIISTE OMEPaIlMOHHYI0 CHCTEMY TBOETro cMapTdoHa;

Vcnonp3yi aHTUBUPYCHBIE TIPOTPaMMBI 11 MOOMJIBHBIX TeNIe(OHOB;

He 3arpy»xaii mpuiaoXeHus OT HEM3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT COACPIKATh
BpPEJOHOCHOE IPOrPaMMHOE 00ECIIEUEHHUE;

ITocne Toro kax Thl BeIiIENIb ¢ caiiTa, i€ BBOJWI JIMUHYIO HHPOPMAIHIO, 3aii11 B HACTPONKU
Opay3epa u ynanu cookies;

[lepuonmyeckn IpoBepsid, KaKue IIaTHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBoif HOMep MOOMJIBHOIO Tee(OoHa TOIBKO JIFOSM, KOTOPBIX ThI 3HACIIb U KOMY
TIOBEpSICIIIh;

Bluetooth momken ObITh BBIKITIOUEH, KOT/Ia Thl UM HE MOJb3yelibes. He 3a0biBaii nHorna
MIPOBEPATH ATO.

Online urpsi

CoBpeMeHHBIE OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BIICUeHIsI, 00HETUHSIIONINE
COTHHM TBICSY YEJIOBEK 10 BceMy MHpPY. UIrpoku uccinenyroT qJaHHBIH UM MHp, OOIIAIOTCS JPYT C
JPYTOM, BBITIONHSIOT 3a/IaHUS, CPAXKAIOTCS C MOHCTPAMH U TIOIYYAOT OIIBIT. 32 YJIOBOJIECTBUE
OHU TUIATSAT: MOKYTAIOT JIUCK, OTUIAYHBAIOT a0OHEMEHT HJTH MPHOOPETAIOT KaKue-TO OIIHH.
Bce a1 cpeacTBa uayT Ha mojepKaHUe U pa3BUTHE UTPHI, @ TAKKE HA caMy 0€30MacCHOCTb:
COBEPUICHCTBYIOTCS CHCTEMbI aBTOPU3AIIMHU, BBIITYCKAIOTCS HOBBIE MaT4X (1M POBbIE 3aIJIaTKU
JUIS IPOTPaMM), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.

B nogo6HbIX Urpax CTOUT OIacaThCsl HE CTOJILKO CBOMX CONEPHHUKOB, CKOJIBKO KPayKU TBOETO
napoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AI[UU OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 110 OE30MaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecu apyroii urpok BeAeT ceds MI0X0 WM CO3/1aeT TeOe HEMPUITHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Toxaiyiicss aTMUHUCTpATOpaM UrPhl Ha TI0XOE MOBEIEHUE 3TOT0 UTPOKA, )KEJATEIbHO
MIPUJIOKUTh KaKHe-TO JI0Ka3aTeIbCTBa B BUAE CKPUHOB;

3. He yka3biBaii 1uuHy0 HHPOPMAILKIO B IPOdaIIe UTPHI;

4. YBaxail Apyrux y4aCTHUKOB 10 UT'PE;

5. He ycranaBnuBaii Heo(uIIMaIbHbBIE TATYH U MOJIBI;

6. Ucnonb3yi CIOXKHBIE U pa3HbIE TAPOIIH;

7. Jaxke BO BpeMsl UTPbI HE CTOUT OTKJIIOUaTh aHTUBHUPYC. [loKa ThI UTpaelib, TBOI KOMIIBIOTED
MOTYT 3apa3uTh.

OUIIMHT WM KPa’a JUYHBIX JaHHBIX

OObIYHOM Kpakeil JeHeTr U JOKyMEHTOB CErOJ[Hs Y>K€ HUKOTO HE YIUBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOT U 3I0YMBIIIJICHHUKH TEPEMECTHIINCH B UHTEPHET, U MPOIOIIKAIOT
3aHUMAaTHCA "TFOOUMBIM" HEJIOM.

Tax nmosiBUIack HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIIHMHT, TJaBHAs 1IeTb KOTOPOTO
COCTOUT B MOJIy4€HUH KOH(PUAESHIIMATbHBIX JaHHBIX 0JIb30BaTeNeH - JOTMHOB U naposieil. Ha
aHruiickoM s3bike phishing unraercs kak ¢uuuHr (ot fishing - peiOHas noBis, password -
apoJib).

OcHOBHBIE COBETHI IO OOPHOE € (PUIINHTOM:

1. Cnenu 3a cBOMM akkayHTOM. EciM Tl oJj03peBaelib, 4TO TBOS aHKETa ObL1a B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ M COOOLIUTH a]MUHUCTPATOpPaM pecypca 00 3TOM Kak MOXKHO
CKOpEE;



2. Ucnonp3yii 6e30nacHble Be0-CallThl, B TOM YHCIIe, HHTEPHET-Mara3uHOB M TOUCKOBBIX CUCTEM;
3. Ucnonb3yii CIOKHBIE B pa3HbIe Mapoiau. TakuM oOpa3om, eciu Te0s B3IOMAIOT, TO
37IOYMBIIIICHHUKH MOyYaT JOCTYI TOJIBKO K OTHOMY TBOEMY MPO(]UIIIO B CETH, @ HE KO BCEM;
4. Eciu Te0s1 B3110MaJK, TO HEOOXOAUMO MPEIYIIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE
n00aBIeHBI y TeOS B APY3bsIX, O TOM, YTO TE€Os B3JIOMAIU U, BO3MOXHO, OT TBOETO UMEHH OyJeT
paccbUIaThCsl CllaM U CChUIKU Ha (PUILIMHTOBBIE CalThI;

5. YcranoBu HagexHbIH mapoib (PIN) Ha MOOMIBHBI TenedoH;

6. OTKII0YM COXpaHEHUe napoJs B Opaysepe;

7. He oTkpeiBait (haiisiel v Ipyrye BIOKEHUS B TMChMAaX, Ia)Ke €CJIM OHU MPHUILIA OT TBOMX
npy3ei. Jlydie yTo9Hd y HUX, OTIPABIISIIA JTU OHU TeOe 3TH (paiiibl.

Hudposas penyrauus

[udposas pemyTanus - 3T0 HEraTUBHAs WM MTO3UTHBHAS HHPOPMAIUS B CETH O TeOe.
Kommnpomerupyromas nHpopmaius, pasMelieHHas B UHTEPHETE, MOYKET CEpbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peanbHOU ku3HU. "L{udpoas pemyranus" - 3T0 TBOM UMHJIK, KOTOPBIH
(bopMmupyercs U3 nHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PHAHCOBOE MOJI0KEHNE, 0OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJipocTKU JETKOMBICIEHHO OTHOCATCS K IyOJIMKAllMK JTUYHON HH(pOpMAaLUH B
WuTepHere, He MOHUMAas BO3MOXHBIX TociencTBUM. Thl 1ake HEe CMOXKEIIb JOTaAaThes O TOM,
yto (oTorpadus, pasmMenieHHas 5 JeT Ha3a/l, cTajla IPUYMHON 0TKa3a MpUHATH TeOs Ha padoTy.
KommMmenTapuu, pasmenienue TBoux gororpaduii u qpyrue 1eiMcTBUS MOTYT HE HCUE3HYTh JIaxKe
MOCJIe TOr0, KaK ThI UX yJaluilb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(OpMalLIKIo, TToTana Jnu
OHA B MTOMCKOBBIE CUCTEMBI M COXPAaHUJIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKpY>Karolllye JIAU, KOTOpble HAaWAYT M YBUIAT 3T0. HaliTu nH(pOpMaIHo MHOTO JIET CITyCTS
CMOJXKET JIF000H - Kak U3 J0OphIX MOOYXJICHHM, TaK U ¢ HAMEPEHHUEM NTPUIUHUTD Bpel. ITO
MOXET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI T10 3alTUTE ITU(POBOI peITyTaIuu:

1. Tlomymaii, mpex/ie 4eM 4To-TO MyOJMKOBaTh U MepeaBaTh y ceOs B OJIOTE UK B COITMATBHOM
CeTH;

2. B Hactpoiikax npoduis yCTAaHOBH OIpaHUYEHHUS Ha POCMOTP TBOETO MPO(HIIS U ero
COCPKUMOTO, CIIeTal €ro TOJbKO "Iyist apy3en”;

3. He pa3memaii 1 He yka3biBail HHGOpPMAIINIO, KOTOpas MOXKET KOro-a1ubo 0CKOpOIsITh N
0o0MXKaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE MIKOJIBLHUKH - aKTUBHBIE TOJIb30BaTeNn u(ppoBOro npoctpanctsa. OnHako
JlalieKo He BCE 3HAIOT, YTO MOJIb30BaHUE MHOTUMHU BO3MOXKHOCTSIMU LIU(PPOBOTO MUpa TpedyeT
COOJIIO/ICHHUS MTPaB Ha UHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEIIEKTyaIbHAsE COOCTBEHHOCTD" OTHOCUTCS K PA3IUYHBIM TBOPEHHSIM
YeJI0BEYECKOr0 yMa, Ha4MHas ¢ HOBBIX M300pETeHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTb
Ha IPOAYKTHI M YCIIYTH, U 3aKaH4YMBasi KHUTamHu, otorpadusmu, KHHOUIBMAMH U
MY3bIKQTbHBIMU POU3BEICHUSIMHU.

ABTOpCKHeE MpaBa - 3TO MpaBa Ha UHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPON3BECHHS HAYKH,
JTUTEPaTyphl U UCKYCCTBA. ABTOPCKHUE MpaBa BHICTYMAOT B KAY€CTBE rapaHTHUU TOTO, YTO
MHTEJUIEKTYalIbHBII/TBOPUECKH TPyl aBTOpa He OyIeT HalpacHbIM, AACT €My CIIpaBEeAIUBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOETO TPy, MONTYYUTh U3BECTHOCTh U MPU3HAHUE.
Huxro 6e3 pa3penieHust aBTopa He MOXET BOCIIPOM3BOIUTH €0 IPOU3BEAEHUE, PACIIPOCTPAHSATS,
MyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIOPTHPOBATH, ITCKATh B MPOKAT, MyOIMYHO
WCIIOJIHSATH, TTOKA3bIBATh/UCIIONHATH B 3(upe Uik pazMenaTth B IHTepHETE.

Hcnonb3oBaHue "mUpaTcKoro” NporpaMMHOIo 00ecreueHusl MOXKeT MPUBECTH K MHOTHM
pHUCKaM: OT MOTEepPHU AAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKHU TBOETO YCTPOMCTBA, T/ie
yCTaHOBJICHA HeJleraabHas mporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalIbHBIC
1 OecruiaTHbIE POrPaMMbl, KOTOPBIE MOYKHO HAMTH B CETH.



O noprasue

CeteBnuOK.p¢ - TBOI INIaBHBIN COBETYMK B CETH. 371€Ch Thl MOXKEIIb y3HATH O OE30MIaCHOCTH B
CEeTH MOHATHBIM M JJOCTYITHBIM SI3bIKOM, a IPU BO3HUKHOBEHUH KPUTHUECKOW CUTYaIUU
00paTUTHCA 32 COBETOM. A Tak)Ke MPHUHSITh y4acTHE B KOHKYPCaX U CTaTh CaMbIM HU(POBBIM
rpaXxaaHuHOM!



